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and twenty principles of COSO ERM 2017. The results show that PT XYZ implemented 1 December 2025
several key aspects of risk management, through its organizational structure, policy

guidelines, and processes that support risk management activities. However, several

weaknesses remain, such as PT XYZ does not have an audit or risk committee, does not Keywords

have a formal risk appetite document, incomplete implementation of risk responses, and the COSO ERM 2017;
lack of a portfolio level risk view. PT XYZ's risk management function also has never been ~ Enterprise Risk
assessed by an independent or external party and does not have whistleblowing system. This Management; Risk
research contributes by providing a comprehensive mapping of the implementation of Management; Risk
COSO ERM 2017 at PT XYZ and identifying the gap between theory and practice that still Management
occurs in corporate risk management. Implementation
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INTRODUCTION

A trading company is generally a form of business organization whose primary activity is
purchasing goods from third parties for resale to consumers. This primary activity aims to achieve optimal
profit so that the company can continue operating sustainably, maintain its presence in the market, and
develop its business towards a more advanced and competitive direction (Wang et al., 2023). In carrying
out its operational activities, the company has a structured business process designed to enhance
collaboration between business process management, resulting in optimal company performance
improvements (Pradabwong et al., 2017).

In facing an increasingly competitive business world, companies are required to manage their
resources to achieve strategic goals and optimal performance (Widodo, 2023). Given the dynamic nature
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of business development, companies must be more responsive and adaptive to environmental changes and
future challenges. Risk management plays a crucial role in identifying, assessing, and managing risks faced
by companies, thus providing appropriate strategies for decision making (Ansyari, 2024). Risk management
is a coordinated activity related to risk to direct and control a company (Vorst et al., 2018). Meanwhile, risk
is the potential for an event that can cause losses due to the uncertainty of an event occurring, which can
disrupt operations and decrease financial performance (Yuwono & Ellitan, 2024).

Global business challenges in recent years have been triggered by various factors, including
economic instability, commodity price fluctuations, and disruptions to supply chains or procurement of
goods and services, leading to new, often conflicting demands from governments, businesses, and the public
(Herold & Marzantowicz, 2023). These conditions require companies to adapt to the uncertainties and
potential risks that arise in their business activities (Handfield et al., 2020). These risks can originate from
both external and internal sources. Effective and well-integrated risk management can improve company
performance and value (Tuanakotta, 2019).

Based on data from the Central Statistics Agency (BPS), Indonesian economy is projected to grow
by 5.03% in 2024, a decline compared to 5.05% in 2023 (BPS, 2025). Despite stable economic growth at
around five percent, the rupiah exchange rate against the US dollar (USD) weakened by approximately
4.8%, from Rp. 15,416 per USD at the end of 2023 to Rp. 16,162 per USD at the end of 2024 (Kemendag,
2025). This weakening rupiah exchange rate puts pressure on import costs and increases financial risks for
companies dependent on foreign supplies (Napitupulu et al., 2024).

These economic conditions have a direct impact on PT XYZ's business risks. PT XYZ is a company
engaged in the trade and distribution of engineering and industrial equipment, mining and energy,
construction, and medical laboratories, with products from well known international brands. Rising import
prices due to the weakening rupiah exchange rate can increase the cost of goods sold (COGS) and reduce
the company's profit margin. Increased COGS and procurement volumes potentially introduce several types
of risks, including financial, market, operational, and fraud risks (Oktalia et al., 2020).

Every business activity carried out by a company faces risks, and risk is inherent in these activities
(Lubis & Imsar, 2022). Continuously evolving risks can hamper business activities and company
performance. Implementing effective risk management is crucial to mitigate the broad impact of risks,
encouraging companies to continuously refine and strengthen their ability to identify and respond to
emerging risks (Balaji et al., 2024). Therefore, an enterprise risk management implementation framework
is needed, such as Enterprise Risk Management (ERM) Integrating with Strategy and Performance,
developed by the Committee of Sponsoring Organizations of the Treadway Commission (COSO) in 2017
and widely used in global risk management practices (COSO, 2017). COSO ERM enables companies to
integrate risk management into all operational activities, implement strategic decision-making, and improve
business performance (Febrianti & Novita, 2021).

Research conducted by Vincent & Barkhi (2021) explains that implementing the COSO ERM
framework requires adequate consideration of how to manage a collaborative and integrated supply chain
ecosystem using blockchain technology. A sound application of ERM in enterprise risk management can
achieve business objectives by identifying risks based on the company's risk appetite and risk profile, and
taking strategic risk management steps that directly impact company performance (Magradee, 2023).
Synergistic alignment by utilizing ERM components can improve overall risk oversight (Stasse et al., 2025).
Various ERM practices, such as risk governance, risk culture, risk artifacts, and risk awareness, and the
shift from traditional to ERM risk management practices constitute a continuous risk development process
to ensure risk management aligns with company strategy (Monazzam & Crawford, 2024).

This research provides a novel contribution to the literature evaluating the implementation of risk
management using the 2017 COSO ERM framework in companies engaged in the trading and distribution
of industrial equipment, a practice rarely studied compared to the public sector, banking, or manufacturing.
In carrying out its business processes, PT XYZ faces increasingly complex challenges, particularly
uncertain economic conditions and growing potential risks. This study aims to evaluate the implementation
of more effective risk management at PT XYZ and provide recommendations for relevant strategic
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improvements according to PT XYZ's conditions to support risk management performance and strengthen
the company's resilience in facing various risks to achieve business goals sustainably.

LITERATURE REVIEW AND HYPOTHESES
Risk

Risk can have different meanings for each individual. The word "risk" can connote opportunity,
uncertainty, threat, danger, or other negative connotations that could lead to loss (Lam, 2017). Given these
negative consequences, risk is an inseparable part of life; in other words, no activity is free of risk (Setiawan,
2024). Therefore, risk is not something that should be completely avoided, but rather how individuals or
organizations respond to and manage the risks they face.

Risk is the possibility of an event occurring that impacts the achievement of strategy and business
objectives (COSO, 2020). Risk is associated with uncertainty, which can result in gain or loss. This aligns
with the business context, where risk has two sides: positive and negative. With risk, there is the opportunity
to generate profit (Lam, 2017). However, risk is uncertain, resulting in negative outcomes due to a lack or
unavailability of information about what is or will happen (Oktalia et al., 2020). Every action or decision
contains a certain level of risk, which must be taken by the organization to achieve its goals, therefore it is
important to be able to manage and evaluate risks effectively (Magradee, 2023)

Risk Management

Every organization has various types of inherent risks, requiring a tool mechanism that can support
decision-making by considering the risks involved (Moeller, 2011). To manage corporate risk, management
needs to take a further step and communicate with the board of directors and stakeholders regarding risk
management that can be used to achieve corporate objectives (COSO, 2017). Risk within a company can
be managed through the implementation of an organized risk management system that directs and controls
the company (Vorst et al., 2018).

Risk management is a comprehensive and continuous process for managing various types of
corporate risks, such as strategic, financial, operational, and other risks, with the goal of reducing the
likelihood of undesirable events and increasing company value (Shrivastava et al., 2024). Risk management
is also a culture, capability, and practice integrated with the strategy-setting and performance processes to
manage risk in an effort to create, maintain, and enhance value (COSO, 2017).

COSO Enterprise Risk Management

COSO stated in its 2017 Executive Summary, Enterprise Risk Management — Integrating with
Strategy and Performance (COSO ERM) that enterprise risk management plays a crucial role in the strategic
planning process and its implementation across the organization, as the risks faced not only affect business
activities, but also align strategy and performance across all existing departments and functions, thereby
helping the company ensure overall operational effectiveness (COSO, 2017). In addition, COSO ERM
framework is based on the latest risk management standards commonly applied to operational business
activities to identify risk complexity, the emergence of new risks, and increase the attention and oversight
of the board of directors and executives towards enterprise risk management (Prewett & Terry, 2018).

COSO ERM 2017 emphasizes the importance of a flexible enterprise management system that adapts
easily to changing situations and dynamic business conditions. This approach is the first step in
continuously improving a company's quality and capabilities, enabling the organization to remain
competitive and face long-term challenges more effectively (COSO, 2017).
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Figure 1. Component of the COSO Enterprise Risk Management
Source: COSO Enterprise Risk Management — Integrating with Strategy and Performance (2017)

COSO ERM framework is a set of organized and interrelated principles comprising five risk
management components. Figure 1 shows the relationship between these five components and the
organization's vision, mission, and core values. The diagram contains three lines: strategy and objective-
setting, performance, and review and revision, representing the overall general processes carried out by the
organization. The other two lines, governance and culture, and information communication and reporting,
represent the supporting elements of the organization's risk management. The five COSO ERM 2017
components are: (1) Governance and Culture, serve as the foundation for supporting other components of
organizational risk management. Governance sets the tone of an organization, reinforces the importance of
risk management, and establishes responsibility for oversight of the organization's risk management.
Culture relates to the ethical values, behaviors, and understanding of risk that influence management and
individual decision-making within the organization. (2) Strategy and Objective-Setting, organizational risk
management plays a role in the strategic planning process, collaborating with the organization's established
strategy and objectives. Risk appetite is established to align with the organization's strategy, while business
objectives in implementing the strategy serve as the basis for identifying, analyzing, and responding to
risks. (3) Performance, risks that could impact the achievement of business strategies and objectives must
be identified and analyzed. Risk priorities must be determined based on severity, taking into account the
organization's established risk appetite. Then, the organization can select appropriate risk management
responses and conduct a comprehensive risk assessment. (4) Review and Revision, by reviewing an
organization's performance, the organization can evaluate the effectiveness of risk management over time
and consider changes that require adjustments or revisions to improve organizational risk management. (5)
Information Communication and Reporting, communication is the process of providing, sharing, and
obtaining necessary information repeatedly throughout the organization. Organizational risk management
requires ongoing communication to gather and convey relevant information from various internal and
external sources, flowing across all levels of the organization to support risk management.

The five components of COSO ERM 2017 are supported by twenty principles. These principles cover
a wide range of areas, from governance to monitoring, and can be tailored to the needs of organizations of
any size, type, or sector. These principles are also flexible, allowing for adaptation to the organization's
size, type, and sector. By applying these principles, it is hoped that it will help organizations provide
adequate assurance and understand and strive to manage risks related to the organization's strategies and
objectives (Abdaljabar et al., 2025).

These 20 principles are a key component of the COSO ERM framework. These principles focus on
the need for organizations to develop and implement effective risk management to mitigate risks and ensure
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the achievement of business objectives (COSO, 2020). With a systematic approach, COSO ERM helps
organizations identify, assess, and respond appropriately to risks (Yuwono & Ellitan, 2024).

Implementation of Risk Management Using COSO Enterprise Risk Management

Effective risk management implementation requires a comprehensive and integrated framework to
manage emerging risks so they can be systematically identified, assessed, and controlled (Grebel &
Rajmane, 2023). COSO ERM 2017 is a framework that has been widely used in various sectors because it
is able to integrate risk with organizational strategy and performance (COSO, 2017). COSO ERM 2017
includes concepts such as risk appetite, tolerance, strategy, and business objectives with a focus on creating,
maintaining, and realizing organizational value (COSO, 2020). The implementation of risk management
refers to the five components and twenty principles of COSO ERM 2017. Figure 2 illustrates the conceptual
framework used in this study to evaluate the risk management implementation at PT XYZ.

Risk Management of PT XYZ
v
Implementation of Risk Mansgement Using
COSO ERM 2017 Framework
COSO ERM 2017 Componeria
1. Governance & culture
2. Strategy & objective setting Twenty principles
3 Parformance > of COSO ERM
4 Review and reviion 2017
5 Information, commumeation
and reporting
(N /
|
v
Evaluate the unplementation of PT XYZ's nuk management
comprehensively and provide recommendations for unprovements
to support more effective rnk management performance

Figure 2. Research Conceptual Framework
Source: Processed Research Results (2025)

METHODS

This study uses a qualitative approach with a case study method to evaluate the implementation of
risk management at PT XYZ, specifically using COSO ERM 2017. The qualitative approach can be used
to answer existing problems and provide a detailed description of the conditions experienced by the research
object (Saunders et al., 2019). The case study method provides a description of the problems related to the
circumstances experienced by the research object and provides answers to these problems (Ellet, 2018). A
case study approach was employed in this research as it is particularly well suited for conducting an in-
depth evaluation of a specific, real world phenomenon, in this instance, the risk management
implementation within PT XYZ.

This study uses a combination of secondary and primary data to obtain in-depth and comprehensive
information. Secondary data was collection through review and verification of data or documents obtained
from PT XYZ, and other documents relevant to the research object. Documentation of these data aims to
describe the data that has been collected and as supporting documentary evidence of risk management
implementation in PT XYZ.

Primary data collection was carried out through a semi-structured and in-depth interview process.
The use of research interviews can help to collect valid and reliable data that is relevant to research questions
and objectives (Saunders et al., 2019). In qualitative research, individuals are often referred to as
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"informants" because they contribute valuable perspectives and understanding about the subject under
investigation (Solarino & Aguinis, 2020). This research interview was conducted with seven relevant
respondents related to this research, which are presented in Table 1.

Table 1. Respondent Codes

No. Respondent Source Code Respondent Source Role
1. R1 Risk Management Director
2. R2 Head of Business Risk & Analyst Division
3. R3 Head of Internal Audit Division
4, R4 Head of Procurement, Logistic, & Warehouse Division
5. R5 Head of Human Resources Division
6. R6 Head of Finance, Controlling, & General Affairs Division
7. R7 Head of Marketing Research, Business, & IT Development Division

Source: Processed Research Results (2025)

Respondents were selected because they are senior management at PT XYZ and have executive and
managerial positions that directly influence PT XYZ's risk management process. The primary instrument
used in this study was an interview guide developed based on the COSO ERM 2017 framework. This
interview guide included structured questions designed to obtain information and an overview of the
implementation of risk management using COSO ERM 2017 at PT XYZ.

This study uses descriptive qualitative methods for data analysis. The descriptive qualitative method
describes in-depth and detailed research on the object to be researched, and is more flexible in the process
of collecting data and information according to conditions in the field (Saunders et al., 2019). The results
of the descriptive qualitative analysis are used to answer questions related to how risk management is
implemented at PT XYZ and provide recommendations for creating continuous improvements in increasing
the implementation of more effective risk management. The categories of the evaluation results of the
implementation of risk management at PT XYZ used based on the results of the descriptive qualitative
analysis divided them into three categories, namely fulfilled, partially fulfilled, and not fulfilled.

RESULTS AND DISCUSSION

This study aims to evaluate the implementation of risk management at PT XYZ using COSO ERM
2017. This study was conducted with seven respondents who have strategic and core roles in the risk
management. The seven respondents are PT XYZ management and hold executive and managerial positions
that directly influence the risk management. The purpose of the interviews with the respondents was to
explore and obtain in-depth and detailed information regarding the ongoing implementation of risk
management, and any obstacles or weaknesses encountered in implementing PT XYZ's risk management.

Interviews with respondents obtained detailed information regarding PT XYZ's implementation of
risk management. To analyze and evaluate the implementation of risk management in PT XYZ using five
components and twenty princips of COSO ERM 2017 framework, the following implementing of risk
management analysis and evaluation is described in Table 2.

Table 2. Analysis and Evaluation of Risk Management Implementation at PT XYZ

No COSO ERM 2017 COSO ERM Analysis and Evaluation Evaluation
Components 2017 Principles Results
1 Governance  and Exercise Board PT XYZ has a risk management guideline Partially
Culture Risk Governance  document that clearly outlines the role, structure, fulfilled

and responsibilities of the Board. Executive
management responsibilities are also formally
defined in the guideline. Furthermore, the
company has appointed a risk management
officer, the Head of the Business Risk & Analyst
Division, to manage risk management. However,
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No COSO ERM 2017 COSO ERM Analysis and Evaluation Evaluation
Components 2017 Principles Results
PT XYZ does not yet have an audit committee or
risk monitoring committee formally responsible
for risk oversight.
2 Establishes PT XYZ has a clear organizational structure Fulfilled
Operating documented in the company profile, thus
Structure ensuring that all functions run effectively.
3 Defines Desired PT XYZ has acode of ethics outlined in company  Fulfilled
Culture regulations that serves as a guideline for the
behavior of all employees. Employee hiring and
firing standards have also been formally
established through company regulations and
Human Resources Division policies, ensuring
consistency in human resource management.
Furthermore, PT XYZ has developed a risk
management philosophy documented in a risk
management guideline approved by the Board of
Directors and Board of Commissioners in 2023.
4 Demontrates PT XYZ has a good commitment through ethical ~Fulfilled
Commitment to values training that has been carried out by the
Values Human Resources Division of PT XYZ through
new employee orientation by referring to
company regulations and the company profile.
5 Attracts, PT XYZ has undertaken various efforts to Partially
Develops, and develop competent employees through training fulfilled
Retains Capable and development programs organized by the
Human Resources Division. The company also
provides a formal remuneration policy approved
by the Board of Directors and establishes key
performance indicators (KPI) for all employees
to ensure measurable performance. However, PT
XYZ does not yet have a compensation policy
specifically designed to align management and
shareholder interests.
6 Strategy and Analyze Business PT XYZ conducted a SWOT analysis in a joint Fulfilled
Objective-Setting Context meeting to find out what factors could influence
the business, which would then be used as a basis
for compiling next year's work program.
7 Defines Risk PT XYZ does not yet have a formal written Not fulfilled
Appetite document or statement regarding the company's
risk appetite, determination of risk appetite,
communication of coordination meetings
between divisions or departments with top
management (board of directors).
8 Evaluates PT XYZ has demonstrated efforts to respond to  Fulfilled
Alternative various  strategic  alternatives,  through
Strategies coordination meetings with root cause analysis
(RCA) to consider potential risks and
opportunities.
9 Formulates PT XYZ's performance targets are business Fulfilled
Business objectives stated in the company's vision and
Objective mission, and are developed using a top-down
approach in the form of KPIs for each individual.
10 Performance Identifies Risk Available in risk identification in PT XYZ's risk  Fulfilled

management guidelines and risk register.
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No COSO ERM 2017 COSO ERM Analysis and Evaluation Evaluation
Components 2017 Principles Results
11 Assesses Severity Available in the risk likelihood and impact Fulfilled
of Risk criteria for PT XYZ. Risk assessment has been
applied in assigning a score to each risk in the
risk register.
12 Prioritizes Risks The risk management policy is outlined in PT  Fulfilled
XYZ's risk management guidelines. Each risk is
assessed based on the likelihood and impact of its
occurrence. The risk level is then measured using
a risk matrix and risk management is
implemented accordingly.
13 Implements Risk PT XYZ has a risk response policy listed in the Partially
Responses risk management guidelines, but it has not been fulfilled
fully implemented in the company's activities.
14 Develops The implementation of PT XYZ's risk Not fulfilled
Portfolio View management is still carried out at the department
level, and has not yet reached the company's
overall portfolio level.
15 Review and Assesses PT XYZ collects risk data from each department Partially
Revision Substantial through a structured survey annually, in fulfilled
Change conjunction with the development of work
programs. Risk updates are conducted annually,
and any changes to the risk are reported to the
board of directors or management. However, if
no such reporting occurs, significant risks could
arise.
16 Review Risk and PT XYZ conducts regular risk monitoring and Partially
Perfomance reviews, particularly regarding risk mitigation fulfilled
agreed upon by each department. This involves
appointing a person in charge (PIC) to complete
the mitigation. However, PT XYZ's risk
management function has never been assessed by
an independent or external party.
17 Pursues PT XYZ's internal audit process uses risk based Fulfilled
Improvement in audits, thus helping company management create
ERM continuous improvement.
18  Information, Leverages PT XYZ utilizes technology and information Fulfilled
Communication Information and systems by developing a risk management
and Reporting Technology dashboard to increase the effectiveness of the
risk-based decision-making process.
19 Communicates PT XYZ's communication pattern is top down, Fulfilled
Risk Information ~ with the Human Resources Division conducting
risk awareness through training, new employee
onboarding, and town hall meetings. PT XYZ
utilizes several communication channels,
including inter divisional coordination meetings,
official company email, Microsoft Teams, and an
ERP system. External communication is
communicated through official letters, email, and
business meetings and virtual meetings.
20 Reports on Risk, Each department and division produces quarterly Partially
Culture, and reports on business process risk control and fulfilled

Performance

security risk management activities, which are
then consolidated by the BRNA Division into a
Quarterly Risk Management Report and
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No COSO ERM 2017 COSO ERM Analvsis and Evaluation Evaluation
Components 2017 Principles Y Results

submitted to the Board of Directors and
Commissioners. However, PT XYZ does not yet
have a whistleblowing system for reporting
violations of laws, regulations, or other
irregularities.

Source: Processed Research Results (2025)

Based on Table 2, the implementation of risk management at PT XYZ shows that the company has
implemented most of the principles adequately, although there are still aspects of risk management that
have not been met according to the COSO ERM 2017 criteria. In the Governance and Culture component,
PT XYZ has a risk management guideline that explains the roles and responsibilities of the Board and
executive management. The Business Risk & Analyst Division (BRNA) has also been appointed as the
person responsible for risk management. However, the company still does not have a formally functioning
audit committee or risk monitoring committee. This condition has been explained by the respondent.

“...we have implemented a three-line model within the structure of PT XYZ, which

defines roles and responsibilities according to their functions. In the future, we may

establish a special committee, such as a risk monitoring committee, to jointly identify

risks and their impact on the company.” (R1, 2025).

The absence of an audit committee or risk monitoring committee weakens the formal risk oversight
function and control system at the strategic level. The establishment and strengthening of both committees
is crucial to ensuring effective risk governance and protecting the organization from strategic and
operational risks (Soobaroyena et al., 2019).

On the other hand, PT XYZ has met the principles related to organizational structure, desired culture,
commitment to core values, and employee development efforts through training and competency
improvement programs. However, the company still lacks a compensation policy that directly aligns the
interests of management and shareholders. This has the potential to reduce the effectiveness of goal
alignment between management and shareholders, increase the risk of opportunistic behavior, and decrease
the company's value (Park & Byun, 2021).

In the Strategy and Objective-Setting component, PT XYZ has conducted a formal business context
analysis through a SWOT analysis, which serves as the basis for developing its annual work program. The
company has also established business objectives through its vision, mission, and derived key risk
indicators (KPI) for each individual. Meanwhile, risk limits have not been formalized and require internal
dissemination, as some divisions or departments are not yet aware of risk appetite, as explained by
respondents.

“There are no tolerance limits in the risk management guidelines yet. Going forward, my

team and I will try to coordinate further on this so that it can be formalized in the

guidelines.” (R2, 2025).

“... we usually receive guidance on what is permitted and what is not permitted from the

board of directors. As for risk appetite, I can't confirm whether it exists yet.” (R4, 2025).

These unformalized risk boundaries can result in inconsistencies in risk acceptance or avoidance
across departments, and potentially hinder the effectiveness of overall risk management (Ullah et al., 2022).

For the Performance component, PT XYZ has successfully identified, assessed, and prioritized risks
systematically based on applicable guidelines. The risk register is used as a tool to monitor risks, and risk
assessments are conducted using likelihood and impact criteria. However, the implementation of risk
responses has not been fully implemented in daily business activities, as explained by respondents in
interviews.

“Although the risk response policy is in place, its implementation is not yet fully underway.

We are currently remapping the main risk areas and determining the most realistic and

efficient mitigation measures.” (R2, 2025).
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“...although the risk response policy has been established, its implementation is still in the

socialization stage...” (R4, 2025).

In addition, the implementation of enterprise risk management is still limited to the departmental
level and has not yet formed a portfolio view of risk at the company level, which can reduce the
effectiveness of ERM as a whole (Balaji et al., 2024).

In the Review and Revision component, PT XYZ collects risk data annually and provides a reporting
mechanism for changes in risk. However, the frequency of risk updates, which is only once a year, and the
reliance on manual reporting from departments, means significant risks may not be detected in a timely
manner. This is consistent with the explanations of several interview respondents.

“...we see that the risk management process at PT XYZ is still carried out by department.

There is no system that combines all risk profiles into a single, comprehensive view.” (R3,

2025).

“Currently, there is no mechanism to link these risks to risks in other divisions. So, PT

XYZ does not yet have a comprehensive risk view at the company level.” (R7, 2025).

BRNA Division periodically monitors and reviews risk mitigation, and each department then reports
on its progress. This aligns with the statement from respondent R1 in the interview.

“...evaluate the effectiveness of risk management through a periodic monitoring and

review process of the risk mitigation plans agreed upon with each department. We monitor

the progress of each identified risk against the established timeline...” (R1, 2025).

Although a risk mitigation monitoring process has been implemented internally, PT XYZ has never
engaged an independent or external party to assess its risk management function. This situation can limit
the ability to assess the extent to which the risk management system is integrated with the company's
performance (Feitosa et al., 2021). The following are some explanations from interview respondents
regarding the lack of an independent or external assessment at PT XYZ.

“To date, no risk management assessments or audits have been conducted by external

parties. All evaluation processes are still managed internally by our team.” (R2, 2025)

“..but for formal assessments of the risk management function itself, we have never

engaged an independent or external party. This internal audit is part of internal monitoring,

while the external audit provides additional confirmation that risk management is up to

standard and effective.” (R3, 2025).

In the Information, Communication, and Reporting component, PT XYZ has utilized technology
through the development of a risk management dashboard and established a structured and hierarchical risk
communication model. To strengthen understanding among all employees, the Human Resources Division
conducts risk awareness campaigns through training, new employee onboarding, and town hall meetings.

“We, at the Board of Directors, emphasize that risk management is not solely the

responsibility of one division, but of all employees. Our communication flows from the

Board of Directors to Division Heads, then down to managers and staff.” (R1, 2025).

“Human Resources is tasked with acting as a liaison in communicating the importance of

risk management to all employees, through training, new employee onboarding, and town

hall meetings with the Board of Directors.” (RS, 2025).

Risk reporting is also conducted quarterly and consolidated to the Board of Directors and
Commissioners. In terms of risk culture, interviews indicate that PT XYZ has begun to instill risk awareness
at all levels of the organization through the Internal Audit Division and the Human Resources Division.
Both divisions strive to ensure that the values of compliance, integrity, and responsibility are part of daily
work behavior. However, weaknesses remain in the risk culture aspect, namely the lack of a formal
communication channel for reporting violations of laws, regulations, or other irregularities (a
whistleblowing system).

“PT XYZ does not yet have a formal whistleblowing system. This is a concern for us

because such a reporting channel is crucial for maintaining integrity and a healthy risk

culture.” (R3, 2025).
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“...we acknowledge that the lack of a reporting channel for violations presents a challenge.

Moving forward, HR will coordinate with the Risk Management Directorate and Internal

Audit to establish such a mechanism so that employees have a safe space to report

irregularities without fear.” (RS, 2025).

The lack of a whistleblowing system indicates that there are still gaps in the violation reporting
system and the strengthening of an integrity culture. The absence of these channels can result in low
transparency and an increased risk of undetected irregularities (Gao et al., 2015).

CONCLUSION

This study aims to evaluate the implementation of more effective risk management at PT XYZ and
provide recommendations for relevant strategic improvements according to the conditions of PT XYZ to
support risk management performance and strengthen the company's resilience in facing various risks to
achieve business goals sustainably. The results of the evaluation of the implementation of risk management
at PT XYZ based on the COSO ERM 2017 framework can be categorized as "partially fulfilled". PT XYZ
has demonstrated a commitment to implementing risk management through organizational structures,
policy guidelines, and processes that support risk management activities. However, the evaluation results
indicate that there are still several aspects of risk management that have not been met according to the
COSO ERM 2017 criteria.

The main weakness identified in this study relates to the absence of an audit committee or risk
monitoring committee formally responsible for the risk oversight function. The absence of a risk appetite
document also indicates that the company lacks clearly defined risk boundaries, potentially leading to
inconsistent decision making across departments. Suboptimal implementation of risk responses, and risk
management that remains at the departmental level rather than the portfolio level, also have a strategic
impact on the company's inability to view and address risks holistically. Furthermore, the one time risk
update process can lead to significant risks not being detected in a timely manner. The absence of external
review or a whistleblowing system also weakens the company's ability to maintain objectivity in risk
evaluation and management.

The implications of these shortcomings indicate that PT XYZ has the potential to face strategic,
operational, and compliance risks that may not be optimally managed. Without clear risk boundaries and a
robust oversight structure, the company may experience a mismatch between its business strategy and the
risks it can actually bear. Similarly, the lack of dynamic risk updates can result in risk surprises, the sudden
emergence of major risk events due to lack of regular monitoring. This situation indicates that although the
basic elements of risk management are in place, the effectiveness of their implementation has not reached
the ideal level.

To improve the effectiveness of risk management implementation, PT XYZ needs to take several
strategic steps, including establishing an audit committee or risk monitoring committee to strengthen risk
governance at the Board level. Preparing a formal risk appetite statement is crucial to ensure that every
decision is aligned with the company's risk capacity. Implementation of risk responses also needs to be
strengthened with an integrated monitoring system. Furthermore, the company is advised to develop risk
management at the portfolio level to comprehensively assess risk correlations across business units. Risk
updates should be conducted more frequently, utilizing technology, so that changes in risk can be identified
in real time. PT XYZ also needs to involve an independent party to evaluate its ERM function and develop
a whistleblowing system to increase transparency and early detection of violations.

This study provides an important contribution in evaluating the effectiveness of risk management
implementation at PT XYZ using the COSO ERM 2017 framework, resulting in a comprehensive picture
of the company's readiness level in managing risk in an integrated manner. This study shows how non
financial companies in Indonesia implement COSO ERM principles, thus presenting a gap between formal
guidelines and operational implementation that can affect the effectiveness of the risk management system.
This approach has practical value for practitioners and can be adapted across various non-financial
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companies. More broadly, these findings support efforts to improve risk management implementation by
integrating it into strategy and performance in a comprehensive manner.
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