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 Digital skills are crucial to accessing jobs, business opportunities, and information. The 

vocational school is vital in fulfilling Human Resources (HR) and future workforce 

candidates. Therefore, subjects and learning media are needed to accommodate 

students' digital skills. The analysis methods are Strength, Weakness, Opportunity, 

and Threat (SWOT) and Systematic Literature Review (SLR). Cybersecurity is a 

desirable talent area of the future and is one of the digital skills competency areas. The 

results map the alignment of the scope of the Cybersecurity subject material and 

Vilanets learning media. These results can be used as a reference for the digital skills 

of students in vocational schools. 
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I. INTRODUCTION 

Along with the rapid development of technology, digital skills 
are becoming increasingly important now and in the future. Today, 
almost all jobs and sectors require good digital skills. The COVID-
19 pandemic has accelerated digital transformation and forced 
many people to work, study and communicate online. Therefore, 
digital skills are not only a necessity but also mandatory skills 
needed in the job market. In the future, digital skills will be 
increasingly required as technology development and 
digitalization will continue. Digital skills are crucial to accessing 
jobs, business opportunities, and information. Apart from that, 
digital skills will also be the key to adapting to changes and finding 
solutions to complex problems. 

Digital skills include using and utilizing digital technology for 
various purposes, such as work, study, communication, and access 
to information. Eight competency areas support digital skills: (1) 
operating hardware and software; (2) information and data literacy; 
(3) creation of content or digital products; (4) cloud computing 
competency; (5) digital communication and collaboration; (6) 

digital problem solving; (7) digital security and ethics; (8) and 
digital project management. Desired future talent targets large-
scale data modeling and data science expertise, cloud computing, 
and cybersecurity [1]. 

Vocational schools are vital in fulfilling Human Resources 
(HR) and prospective future workers to accommodate the demand 
for digital skills. The vocational school needs to conduct a subject 
analysis to match the latest technological trends and ensure 
students are ready to face challenges in the future. The vocational 
school must also expand cooperation with various parties, 
including industry and government organizations, to ensure their 
graduates have skills that match the labor market demands. 

Indonesia's current vocational school curriculum is the 2013 
Curriculum (K13) and the Merdeka Curriculum. The transition 
between K13 and the Merdeka Curriculum raises problems, 
especially in adjusting subjects at each level. Changing subjects at 
each level is urgent, considering that the current subjects must be 
in harmony with the demands of the Merdeka Curriculum and 
digital skills. On the other hand, the Merdeka Curriculum can 



determine subjects adapted to the internal conditions of vocational 
schools in their respective regions [2]. Merdeka Curriculum 
provides an opportunity to be able to make adjustments regarding 
subjects that are aligned with the digital skills desired today. 
Technology-based learning media is also essential to support the 
smooth learning of these subjects. For this reason, an analysis of 
the Cybersecurity subject and Vilanets learning media is needed, 
which can be a future reference to accommodate global demands 
that lead to digital skills, which cover eight competency areas 
towards digital skills. 

Cybersecurity subject and Vilanets learning media is 
something that must be done. The Cybersecurity subject covers 
materials that lead to eight competencies in digital skills. Vilanets 
learning media results from innovative thinking derived from the 
concept of Virtual Learning Environments (VLEs) combined with 
the concepts of virtualization, simulation, and cloud [3]. These 
concepts can accommodate availability, accessibility, and 
scalability problems in learning media so that the learning process 
can occur effectively and efficiently. 

Cybersecurity courses at the Polytechnic of Leiria—a public 
higher education institution in Portugal describe the roadmap and 
general milestones that lead to the course and the identification of 
strengths and opportunities and student learning outcomes [4]. 
There is also research on a series of recommendations for preparing 
advanced cybersecurity courses covering what to teach and how to 
do it [5]. This research was accomplished by selecting topics from 
35 free online courses and analyzing them using NIST's NICE 
reference framework. Regarding digital learning media, WebEx 
tools HandsOn-Labs were conducted to close the instructional gap 
between offline, mixed, and online meetings [6]. There are also 
research results on developing learning media using technology by 
adding automatic scoring and scoring functions to learning media. 
These results can reduce costs and maximize scalability [7]. 

II. METHODS 

Cybersecurity subject analysis is carried out manually using 
several data in documents.  The documents related to digital skills, 
competency areas, target areas of future talent desired, existing 
curriculum, and the materials from the international cybersecurity 
technical certification body. The data and documents are collected, 
summarized, and aligned. Alignment was carried out to gain 
relevance between digital skills, competency areas, target areas of 
talent, curricula, and international certification bodies to determine 
Cybersecurity courses in the vocational school. Furthermore, the 
thematic analysis is carried out on opportunities (opportunities) 
and threats (challenges) [8]. All data and documents are read and 
understood to familiarize oneself with the data. Relevant 
information supported by the experience of researchers identified 
to set the theme of strengths, weaknesses, opportunities, and 
threats, as well as mapping the alignment of the scope of 
cybersecurity material. 

An analysis of Vilanets learning media uses previous research 
data [3], Scopus-indexed, and Google Scholar-indexed articles. 
The search was done through Harzing's Publish or Perish apps the 
manual investigation aimed to find a more specific context about 
technology integration in cybersecurity learning. A manual search 
returned five articles. A search through the application yielded 200 
Scopus-indexed articles and 200 Google Scholar-indexed articles 

with the keywords virtual learning environments and virtual 
laboratories. The investigation was narrowed down to 15 pieces. 
The total number of papers used includes articles from previous 
research used to describe the concept of learning media used in 
cybersecurity in vocational schools. 

III. RESULTS AND DISCUSSION 

A. Cybersecurity Subject 

Cybersecurity knowledge and skills continue to grow as life 
becomes more integrated with the digital world. To meet these 
demands, educational institutions must continue to innovate in the 
field of cybersecurity education and make this educational process 
as effective and efficient as possible [7]. 

Cybersecurity is a rapidly growing field of study. The industry 
needs more and more professionals in terms of the cybersecurity 
field. This situation has prompted higher education institutions to 
develop subjects and curricula to accommodate cybersecurity 
topics and skills. An analysis of strengths, weaknesses, 
opportunities, and threats, abbreviated as SWOT, relates to 
cybersecurity has been done. Strengths supporting the 
Cybersecurity subject are high market demand, focus on 
technology, and potential for career advancement. Weaknesses 
that arise are limited resources, a curriculum that still needs to be 
specific, and a need for more awareness. Opportunities include 
market growth, opportunities for lifelong learning, and 
opportunities to demonstrate leadership. Meanwhile, the threats 
that arise are related to curriculum renewal, qualified teachers in 
the field of cybersecurity, and technological developments that are 
constantly changing [1]. 

1) Strengths 
On the strength side, high market demand is a condition with 

many demands or market needs for a product or service. In the 
context of the Cybersecurity subject at vocational school, high 
market demand can be interpreted as increased demand from 
industry and society for workers who have competence in the field 
of cybersecurity. There is ample opportunity for vocational school 
graduates equipped with knowledge and skills in cybersecurity to 
be absorbed in a large and rapidly growing labor market. There is 
a high demand for a workforce in the cybersecurity field, which 
can provide benefits for vocational school students who choose to 
study cybersecurity [1]. 

Vocational schools focus more on technology than other 
educational institutions. It can accelerate the adoption of 
cybersecurity subject and related technology integration and 
provide opportunities for students to learn and master technology 
relevant to market needs to increase the workforce's 
competitiveness in the future. In addition, by focusing on 
technology, the vocational school can prepare students to work in 
technology-related fields, such as cybersecurity, big data, and 
artificial intelligence, which are now increasingly needed in the job 
market. This strength can also positively impact the national 
economy due to the existence of a reliable workforce skilled in the 
technology required by industry. 

Learning about cybersecurity can lead to careers in a rapidly 
expanding field and offers an excellent opportunity for career 
progression. As the demand for cybersecurity experts increases, the 
opportunities for getting a job in this field also increase, providing 



options for vocational students to choose promising careers. In 
addition, with good cybersecurity skills, vocational students can 
benefit from finding jobs in various industries that require this 
expertise, such as banking, telecommunications, and technology 
companies. In this industry, cybersecurity skills will become an in-
demand and highly valued skill. This career advancement potential 
also allows vocational school students to become entrepreneurs in 
cybersecurity, such as opening a cybersecurity company or a 
cybersecurity consultant. It can open up new opportunities for 
vocational school students to develop their careers and create new 
jobs in the field of cybersecurity [1]. 

2) Weaknesses 
As for weaknesses, vocational schools often need more 

resources, including budgets, qualified teaching staff, and access to 
the latest technology. Limited resources have resulted in a lack of 
laboratory space, a lack of practicum tools and materials, and a lack 
of school technicians who can manage network infrastructure. 
Learning activities can only run effectively and efficiently if these 
weaknesses are anticipated. What can be done is to adopt 
technology-based learning media into subjects that can minimize 
obstacles. 

The Merdeka curriculum currently implemented in vocational 
schools is very general because it must adequately provide the 
cybersecurity knowledge needed to prepare students for careers in 
that field. Fortunately, the structure of the Merdeka Curriculum 
provides flexibility in adjusting subjects according to the 
conditions of vocational schools in their respective regions. 
Merdeka Curriculum provides an advantage because the school 
can adapt various things, such as alignment to digital skills that are 
currently demanded [2]. 

Another area for improvement is the need for more awareness 
about the importance of cybersecurity and the lack of knowledge 
about cybersecurity risks. Not everyone or educational institutions 
realize these skills are vital in today's digital world. It can result in 
a lack of support or attention to the Cybersecurity subject in the 
vocational school. In addition, a lack of awareness can also lead to 
a lack of interest from students or parents in choosing majors or 
study programs related to cybersecurity in the vocational school. 
This lack of awareness can also affect acceptance and support from 
the government, industry, or the broader community in the 
Cybersecurity subject at vocational school. 

3) Opportunity 
When it comes to opportunities, there is a growing 

cybersecurity market and career opportunities in the industry will 
continue to grow the potential for market growth and ever-
increasing demand for cybersecurity, especially in today's digital 
age. The rapid development of technology, including the Internet 
and mobile devices, has created new challenges in cyber security, 
such as online fraud, hacking, and cyber-attack. It allows the 
vocational school to develop relevant and practical cybersecurity 
subjects to meet the increasing market needs. The increased 
demand for cybersecurity has created opportunities to pursue 
lucrative careers. The cybersecurity subject that refers to 
international and industry standards can open up job opportunities 
in multinational companies and meet the needs of an increasingly 
global market. In addition, the vocational school can work with 
technology companies and related industries to provide training 
and practical experience for students in dealing with cybersecurity 

challenges in the real world. Vocational schools can also take 
advantage of opportunities to develop relationships with tertiary 
institutions and professional training institutions to improve 
students' qualifications in cybersecurity and prepare them for 
future challenges and opportunities. In a global context, there are 
also opportunities for a vocational school in Indonesia to become 
part of an international network of schools that focus on developing 
digital skills and cybersecurity. It can be an opportunity for 
students to participate in student exchange programs and 
internships at global companies engaged in information 
technology and cybersecurity, which can provide valuable 
experience and enhance their skills. In this way, the vocational 
school can play an essential role in increasing cybersecurity 
awareness and skills in Indonesia and preparing students for 
successful careers in the future. 

When the vocational school has many materials on 
cybersecurity, the vocational school can become a content provider 
to support lifelong learning for students and the public to learn 
about technology and cybersecurity. This opportunity also makes 
it easy for professionals and workers to keep abreast of the latest 
developments in the field of cybersecurity and update their skills 
independently. With lifelong learning opportunities, individuals 
can continually update and improve their knowledge and skills to 
remain relevant in an ever-evolving job market. 

Vocational schools can also serve as examples of leadership in 
preparing students to enter this growing industry and play an 
essential role in mitigating cybersecurity risks. The cybersecurity 
subject in vocational schools allows schools to show educational 
leadership and prepare a reliable workforce in information 
technology and cybersecurity. Schools can become leaders in 
information technology and cybersecurity education in Indonesia 
by implementing a comprehensive curriculum, adequate facilities, 
and appropriate teacher training. 

4) Threats 
The cybersecurity subject in vocational schools requires 

adjustments to the existing curriculum. It can be a threat and a 
challenge because the government has determined the vocational 
school curriculum and has a limited time limit for updating it. The 
vocational school curriculum may not capture the latest 
cybersecurity risks or adequately prepare students for the evolving 
challenges of the future. In addition, the development of a new 
curriculum also requires sufficient resources and qualified experts. 
A lack of understanding of the importance of cybersecurity can 
also make curriculum development easier to implement. 
Therefore, there is a need for collaboration between government, 
industry, and academia to ensure that the vocational school 
curriculum can be updated quickly and is relevant to the ever-
changing developments in technology and cybersecurity. 

The vocational school also faces threats in finding and retaining 
qualified teaching staff in cybersecurity. The challenge is how to 
make teaching vocational schools with qualifications and 
experience in cybersecurity have adequate training and support 
programs for teachers to develop their skills and knowledge in 
cybersecurity and retain qualified and skilled teachers due to 
competition in the increasing cybersecurity labor market. Strict, 
and the challenge of obtaining support and incentives from the 
government or educational institutions to attract and retain quality 
teachers. If this threat is not addressed, creating a good and 



effective learning environment for students to develop their 
cybersecurity capabilities will not be easy. 

Another threat lies in the ever-changing technological 
developments and increasing demand for cybersecurity 
knowledge, which can challenge vocational schools to ensure 
students have access to the latest technology and training. On the 
other hand, threats can occur if the Cybersecurity subject in 
vocational school is not in line with technological developments 
and market needs, so vocational school graduates must have 
competencies relevant to existing market demands. Alignment 
between the Merdeka Curriculum and the existing competencies 
required in the industry is needed. Existing competencies in the 
industry refer to the EC-Council, which includes international 
certification programs in the field of cybersecurity, such as the 
Certified Network Defender (CND). 

B. Alignment of Cybersecurity Subject 

EC-Council is the world's largest cyber security technical 
certification body in 145 countries globally. EC-Council is a 
Certified owner and developer ethical World renowned Hacker 
(C|EH), Computer Hacking Forensic Investigator (C|HFI), 
Certified Security Analyst (ECSA), Penetration Testing License 
(Practical), Certified Network Defender (CND), and many other 
certification programs. The agency has trained and certified more 
than 200,000 information security professionals globally who have 
influenced the cybersecurity mindset of many organizations 
worldwide. Material from CND is adopted into the Cybersecurity 
subject in vocational schools [9]. 

Cybersecurity subject follows the structure of the Merdeka 
Curriculum in the vocational school. The subject lies in several 
areas: 1) the area of Information Technology expertise, 2) 
Computer Network Engineering and Telecommunications 
expertise programs, and 3) Computer and Network Engineering 
concentration expertise (Teknik Komputer dan Jaringan/TKJ) as 
shown in Figure 1 [10] 

C.  The Cybersecurity subject's layout refers to the Merdeka 

Curriculum's structure. 

Mapping the alignment of the cybersecurity subject refers to 
several components: 1) the network security component of the 
Merdeka Curriculum TKJ's expertise concentration [10]; 2) APAC 
Digital Skills Index [1]; and 3) CND EC-Council material [9]. The 
mapping can be seen in Table 1, including descriptions, targeted 
digital skill indexes, and material coverage. 

D. Vilanets as an Innovative Cybersecurity Learning Media 

The Internet is a source of information for educators, students, 
and parents for innovative learning [11]. The tremendous global 
explosion in the spread of Internet-based communication services 
[12]. Some people with different ages, geographical locations, and 
literacy abilities often feel they need to be included in the digital 
world that continues to grow [13]. Barriers to technology 
integration in school-based learning environments play an essential 
role in the digital divide [14]. Technology integration into the 
education system has changed teaching and learning styles [15]. 
The use of technology for education needs to include an adoption 
model and analyze possible barriers [16]. Efforts can be made to 
integrate technology into formal education and training [13]. 

Technology infrastructure is needed to accommodate learning so 
that it can be used evenly [11]. It is necessary to adopt technology 
such as computers and the Internet to enhance teaching and 
learning activities so that students benefit from developing the 
skills needed to use technological resources to improve their 
learning [15]. Educators must internally audit personal biases, 
attitudes, and perceptions regarding technology adoption [16]. 

Learning computer networks in vocational schools, they still 
need to have adequate practicum infrastructure. Students also only 
have the equipment. Only some schools and students can do the 
practicum. It contributes to the digital skills gap in learning. 
Technology adoption and integration are required to implement a 
virtual laboratory that anyone can use anytime, anywhere. Virtual 
Laboratory Network Simulator (Vilanets) is a digital learning 
medium that is a combination of concepts between Virtual 
Laboratory (VL) and Virtual Learning Environments (VLEs). 

TABLE I.  MAPPING THE ALIGNMENT OF THE SCOPE OF 

CYBERSECURITY SUBJECT MATERIALS 

Proposed 

subject name 

Subject 

Description 

according to the 

Merdeka 

Curriculum [11] 

Digital Skills 

Competency 

targeted [1] 

Coverage of 

material 

adopted from 

CND EC-

Council [9] 

Cybersecurity network usage 
policy; 

hardware and 
software 

operation; 

network security 
on Windows 

systems; network 

security on Linux 
systems; network 

security on 

mobile systems; 
network security 

on IoT systems; 

threats and 
attacks on 

network security; 

the function and 
workings of the 

authentication 

server; 

information and 
data literacy; 

network attack 
and defense 

strategy; network 

security 
technical; 

network security 

perimeter; data 
security; 

firewall concept 

and 
implementation 

on hosts and 

servers; analysis 
of functions and 

security 

procedures for 
service servers on 

the network; 

digital 

communication 
and 

collaboration; 

network traffic 

monitoring and 
analysis; 

monitoring and 

analysis of 
network records; 

determining the 
required network 

security system; 

firewalls on hosts 
and servers; how 

the system works 

to detect and 
contain 

threats/attacks 

that enter the 
network; 

digital problem 
solving; 

incident response 
and forensic 

investigations; 

procedures for 

securing data 
communication 

using 

digital security 

and ethics; 

enterprise virtual 

network security; 
enterprise cloud 

network security; 

enterprise 



Proposed 

subject name 

Subject 

Description 

according to the 

Merdeka 

Curriculum [11] 

Digital Skills 

Competency 

targeted [1] 

Coverage of 

material 

adopted from 

CND EC-

Council [9] 

cryptographic 

techniques; 

wireless network 

security; threat 

assessment by 
attack surface 

analysis; threat 

prediction with 
cyber threats 

intelligence; 

the need for tools 
requirements to 

build a firewall 

server, the 
requirements for 

the tools to build 

an authentication 
server; 

digital project 
management; 

network security 
administration; 

application 

security 
administration; 

business 

continuity and 
disaster recovery; 

anticipate risks 

with risk 

management; 

 

VL is a simulation environment created using computer and 
internet technology that allows users to conduct experiments or 
practicums over the network. VL enables users to access the 
laboratory experience in a safe and controlled manner without 
having to be in the physical location of the laboratory. VL usually 
consists of software that provides interactive visualization and 
simulation experiences that can be tailored to the user's needs. VL 
is often used in education and scientific research, particularly in 
science and engineering. VL can improve technological literacy 
and problem-solving skills [17]. VL can be used to carry out 
practicum learning activities, is an exciting practicum activity, easy 
to implement, and able to overcome the implementation of 
expensive, challenging, and dangerous practicums [18]. VL 
effectively complements traditional teaching activities [19]. VL is 
better than no lab at all. VL can replace some real-world labs [20]. 
VL is the future when connected with e-learning systems: one of 
the best ways to teach; it allows students to do experiments instead 
of just looking at them; reduces costs and improves teaching 
efficiency; as well as modern and flexible teaching techniques so 
that they can keep up with technological developments [21]. VL 
can push through lab projects so students can practice with open-
source and commercial tools widely used in the professional field 
[22]. 

VLEs are electronic systems that can provide complete 
administrative and didactic support for the learning process in 
vocational education and training environments [23]. VLEs feature 
all categories of technologies that enhance learning: e-learning and 
distance education systems. VLEs can be categorized into three 
according to the level of technology: ideal, linear non-adaptable, 
and linear adaptable. Vilanets is at the perfect level due to the 
complexity of using technology in it. The Vilanets development 
plan can be shown in a mockup of Figure 2. The ideal VLE [24] 
can accommodate availability and accessibility. Availability 
includes infrastructure, human resources, and technology 
equipment. Accessibility has ease of access, flexibility, and 
innovation. VLE provides assignment flexibility that can help 
increase learner engagement and adapt better to unexpected 
situations [25]. VLE can enhance learner pedagogy, engagement, 

and acceptance [26]. VLE encourages the application of innovative 
technology in a continuous process to increase the capacity of 
individual learners [27]. VLE increases the achievement of 
students' learning objectives [28]. 

 

Fig. 1. Villanets Mockup 

Vilanets is an advanced VLE in a virtual laboratory that 
accommodates availability, accessibility, and scalability. Vilanets 
is an innovative step for convergent and divergent thinking that can 
produce distance learning media with a combination of simulation, 
virtualization, and cloud concepts, as shown in Figure 3 [3]. 

 

Fig. 2. Vilanets concept 

Vilanets is designed to accommodate a cybersecurity subject in 
the vocational school. Because it adopts the concepts of 
virtualization, simulation, and cloud, students can use it anytime, 
anywhere, without the need for high computer specifications, and 
it can be used collaboratively. Students can practice penetration 
tests in a simulated manner using network operating systems such 
as Linux and Cisco ASA. Students will be guided by modules and 
digital worksheets embedded in Vilanets so they do not have to 
switch media during practicum. 

IV. DISCUSSION 

Vocational school students today must have strong digital skills 
to be ready to face challenges in the world of work, which is 
increasingly connected to technology. The Cybersecurity subject 
integrates eight digital competency areas and is a vehicle for these 
skills. Vilanets digital learning media support can accommodate 
cybersecurity learning by presenting the concepts of virtualization, 
simulation, and cloud to minimize availability, accessibility, and 



scalability problems so that learning can run effectively and 
efficiently. 
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